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Shared Authority Based Privacy-Preserving
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Abstract—Cloud computing is an emerging data interactive paradigm to realize users’ data remotely stored in an online cloud
server. Cloud services provide great conveniences for the users to enjoy the on-demand cloud applications without considering the
local infrastructure limitations. During the data accessing, different users may be in a collaborative relationship, and thus data
sharing becomes significant to achieve productive benefits. The existing security solutions mainly focus on the authentication to
realize that a user’s privative data cannot be illegally accessed, but neglect a subtle privacy issue during a user challenging the
cloud server to request other users for data sharing. The challenged access request itself may reveal the user’s privacy no matter
whether or not it can obtain the data access permissions. In this paper, we propose a shared authority based privacy-preserving
authentication protocol (SAPA) to address above privacy issue for cloud storage. In the SAPA, 1) shared access authority is
achieved by anonymous access request matching mechanism with security and privacy considerations (e.g., authentication, data
anonymity, user privacy, and forward security); 2) attribute based access control is adopted to realize that the user can only access
its own data fields; 3) proxy re-encryption is applied to provide data sharing among the multiple users. Meanwhile, universal
composability (UC) model is established to prove that the SAPA theoretically has the design correctness. It indicates that the
proposed protocol is attractive for multi-user collaborative cloud applications.

Index Terms—Cloud computing, authentication protocol, privacy preservation, shared authority, universal composability

1 INTRODUCTION

CLOUD computing is a promising information technol-
ogy architecture for both enterprises and individuals. It
launches an attractive data storage and interactive para-
digm with obvious advantages, including on-demand self-
services, ubiquitous network access, and location indepen-
dent resource pooling [1]. Towards the cloud computing, a
typical service architecture is anything as a service (XaaS),
in which infrastructures, platform, software, and others are
applied for ubiquitous interconnections. Recent studies
have been worked to promote the cloud computing evolve
towards the internet of services [2], [3]. Subsequently, secu-
rity and privacy issues are becoming key concerns with the
increasing popularity of cloud services. Conventional secu-
rity approaches mainly focus on the strong authentication
to realize that a user can remotely access its own data in on-
demand mode. Along with the diversity of the application
requirements, users may want to access and share each oth-
er’s authorized data fields to achieve productive benefits,
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which brings new security and privacy challenges for the
cloud storage.

An example is introduced to identify the main motiva-
tion. In the cloud storage based supply chain management,
there are various interest groups (e.g., supplier, carrier, and
retailer) in the system. Each group owns its users which are
permitted to access the authorized data fields, and different
users own relatively independent access authorities. It
means that any two users from diverse groups should
access different data fields of the same file. Thereinto, a sup-
plier may want to access a carrier’s data fields, but it is not
sure whether the carrier will allow its access request. If the
carrier refuses its request, the supplier’s access desire will
be revealed along with nothing obtained towards the
desired data fields. Actually, the supplier may not send the
access request or withdraw the unaccepted request in
advance if it firmly knows that its request will be refused by
the carrier. It is unreasonable to thoroughly disclose the
supplier’s private information without any privacy consid-
erations. Fig. 1 illustrates three revised cases to address
above imperceptible privacy issue.

e Case 1. The carrier also wants to access the supplier’s
data fields, and the cloud server should inform each
other and transmit the shared access authority to the
both users;

e Case 2. The carrier has no interest on other users’
data fields, therefore its authorized data fields
should be properly protected, meanwhile the suppli-
er’s access request will also be concealed;

e Case 3. The carrier may want to access the retailer’s
data fields, but it is not certain whether the retailer
will accept its request or not. The retailer’s autho-
rized data fields should not be public if the retailer
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Fig. 1. Three possible cases during data accessing and data sharing in
cloud applications.

has no interests in the carrier’s data fields, and the
carrier’s request is also privately hidden.
Towards above three cases, security protection and privacy
preservation are both considered without revealing sensitive
access desire related information.

In the cloud environments, a reasonable security protocol
should achieve the following requirements. 1) Authentica-
tion: a legal user can access its own data fields, only the
authorized partial or entire data fields can be identified by
the legal user, and any forged or tampered data fields can-
not deceive the legal user. 2) Data anonymity: any irrelevant
entity cannot recognize the exchanged data and communi-
cation state even it intercepts the exchanged messages via
an open channel. 3) User privacy: any irrelevant entity can-
not know or guess a user’s access desire, which represents a
user’s interest in another user’s authorized data fields. If
and only if the both users have mutual interests in each oth-
er’s authorized data fields, the cloud server will inform the
two users to realize the access permission sharing. 4) For-
ward security: any adversary cannot correlate two communi-
cation sessions to derive the prior interrogations according
to the currently captured messages.

Researches have been worked to strengthen security pro-
tection and privacy preservation in cloud applications, and
there are various cryptographic algorithms to address
potential security and privacy problems, including security
architectures [4], [5], data possession protocols [6], [7], data
public auditing protocols [8], [9], [10], secure data storage
and data sharing protocols [11], [12], [13], [14], [15], [16],
access control mechanisms [17], [18], [19], privacy preserv-
ing protocols [20], [21], [22], [23], and key management [24],
[25], [26], [27]. However, most previous researches focus on
the authentication to realize that only a legal user can access
its authorized data, which ignores that different users may
want to access and share each other’s authorized data fields
to achieve productive benefits. When a user challenges the
cloud server to request other users for data sharing, the
access request itself may reveal the user’s privacy no matter
whether or not it can obtain the data access permissions. In
this work, we aim to address a user’s sensitive access desire
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related privacy during data sharing in the cloud environ-
ments, and it is significant to design a humanistic security
scheme to simultaneously achieve data access control,
access authority sharing, and privacy preservation.

In this paper, we address the aforementioned privacy
issue to propose a shared authority based privacy-preserving
authentication protocol (SAPA) for the cloud data storage,
which realizes authentication and authorization without
compromising a user’s private information. The main contri-
butions are as follows.

1) Identify a new privacy challenge in cloud storage,
and address a subtle privacy issue during a user
challenging the cloud server for data sharing, in
which the challenged request itself cannot reveal the
user’s privacy no matter whether or not it can obtain
the access authority.

2) Propose an authentication protocol to enhance a
user’s access request related privacy, and the shared
access authority is achieved by anonymous access
request matching mechanism.

3) Apply ciphertext-policy attribute based access con-
trol to realize that a user can reliably access its own
data fields, and adopt the proxy re-encryption to
provide temp authorized data sharing among multi-
ple users.

The remainder of the paper is organized as follows.
Section 2 introduces related works. Section 3 introduces the
system model, and Section 4 presents the proposed authen-
tication protocol. The universal composability (UC) model
based formal security analysis is performed in Section 5
Finally, Section 6 draws a conclusion.

2 RELATED WORK

Dunning and Kresman [11] proposed an anonymous ID
assignment based data sharing algorithm (AIDA) for multi-
party oriented cloud and distributed computing systems. In
the AIDA, an integer data sharing algorithm is designed on
top of secure sum data mining operation, and adopts a vari-
able and unbounded number of iterations for anonymous
assignment. Specifically, Newton’s identities and Sturm'’s
theorem are used for the data mining, a distributed solution
of certain polynomials over finite fields enhances the algo-
rithm scalability, and Markov chain representations are used
to determine statistics on the required number of iterations.

Liu et al. [12] proposed a multi-owner data sharing
secure scheme (Mona) for dynamic groups in the cloud
applications. The Mona aims to realize that a user can
securely share its data with other users via the untrusted
cloud server, and can efficiently support dynamic group
interactions. In the scheme, a new granted user can directly
decrypt data files without pre-contacting with data owners,
and user revocation is achieved by a revocation list without
updating the secret keys of the remaining users. Access con-
trol is applied to ensure that any user in a group can anony-
mously utilize the cloud resources, and the data owners’
real identities can only be revealed by the group manager
for dispute arbitration. It indicates the storage overhead
and encryption computation cost are independent with the
amount of the users.
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Grzonkowski and Corcoran [13] proposed a zero-
knowledge proof (ZKP) based authentication scheme for
cloud services. Based on the social home networks, a user
centric approach is applied to enable the sharing of person-
alized content and sophisticated network-based services
via TCP/IP infrastructures, in which a trusted third party
is introduced for decentralized interactions.

Nabeel et al. [14] proposed a broadcast group key man-
agement (BGKM) to improve the weakness of symmetric
key cryptosystem in public clouds, and the BGKM realizes
that a user need not utilize public key cryptography, and
can dynamically derive the symmetric keys during decryp-
tion. Accordingly, attribute based access control mecha-
nism is designed to achieve that a user can decrypt the
contents if and only if its identity attributes satisfy the con-
tent provider’s policies. The fine-grained algorithm applies
access control vector (ACV) for assigning secrets to users
based on the identity attributes, and allowing the users to
derive actual symmetric keys based on their secrets and
other public information. The BGKM has an obvious
advantage during adding/revoking users and updating
access control policies.

Wang et al. [15] proposed a distributed storage integrity
auditing mechanism, which introduces the homomorphic
token and distributed erasure-coded data to enhance secure
and dependable storage services in cloud computing. The
scheme allows users to audit the cloud storage with light-
weight communication overloads and computation cost,
and the auditing result ensures strong cloud storage correct-
ness and fast data error localization. Towards the dynamic
cloud data, the scheme supports dynamic outsourced data
operations. It indicates that the scheme is resilient against
Byzantine failure, malicious data modification attack, and
server colluding attacks.

Sundareswaran et al. [16] established a decentralized
information accountability framework to track the users’
actual data usage in the cloud, and proposed an object-
centered approach to enable enclosing the logging mecha-
nism with the users” data and policies. The Java ARchives
(JAR) programmable capability is leveraged to create a
dynamic and mobile object, and to ensure that the users’
data access will launch authentication. Additionally, distrib-
uted auditing mechanisms are also provided to strengthen
user’s data control, and experiments demonstrate the
approach efficiency and effectiveness.

In the aforementioned works, various security issues are
addressed. However, a user’s subtle access request related
privacy problem caused by data accessing and data sharing
has not been studied yet in the literature. Here, we identify
a new privacy challenge, and propose a protocol not only
focusing on authentication to realize the valid data access-
ing, but also considering authorization to provide the pri-
vacy-preserving access authority sharing. The attribute
based access control and proxy re-encryption mechanisms
are jointly applied for authentication and authorization.

3 SysTEM MODEL

Fig. 2 illustrates a system model for the cloud storage archi-
tecture, which includes three main network entities: users
(Uy), a cloud server (5), and a trusted third party.

Trusted third party

[optional

Data related

delegation

Public auditing and
dispute arbitration

Data fields

Cloud server

Y
User 1 @ User2

Fig. 2. The cloud storage system model.

e User. An individual or group entity, which owns its
data stored in the cloud for online data storage and
computing. Different users may be affiliated with a
common organization, and are assigned with inde-
pendent authorities on certain data fields.

o Cloud server. An entity, which is managed by a
particular cloud service provider or cloud applica-
tion operator to provide data storage and comput-
ing services. The cloud server is regarded as an
entity with unrestricted storage and computational
resources.

e Trusted third party. An optional and neutral entity,
which has advanced capabilities on behalf of the
users, to perform data public auditing and dispute
arbitration.

In the cloud storage, a user remotely stores its data via
online infrastructures, flatforms, or software for cloud serv-
ices, which are operated in the distributed, parallel, and
cooperative modes. During cloud data accessing, the user
autonomously interacts with the cloud server without exter-
nal interferences, and is assigned with the full and indepen-
dent authority on its own data fields. It is necessary to
guarantee that the users” outsourced data cannot be unau-
thorized accessed by other users, and is of critical impor-
tance to ensure the private information during the users’
data access challenges. In some scenarios, there are multiple
users in a system (e.g., supply chain management), and the
users could have different affiliation attributes from differ-
ent interest groups. One of the users may want to access
other associated users’ data fields to achieve bi-directional
data sharing, but it cares about two aspects: whether the
aimed user would like to share its data fields, and how to
avoid exposing its access request if the aimed user declines
or ignores its challenge. In the paper, we pay more attention
on the process of data access control and access authority
sharing other than the specific file oriented cloud data
management.

In the system model, assume that point-to-point commu-
nication channels between users and a cloud server are reli-
able with the protection of secure shell protocol (SSH). The
related authentication handshakes are not highlighted in
the following protocol presentation.

Towards the trust model, there are no full trust relation-
ships between a cloud server S and a user U,..

e Sissemi-honest and curious. Being semi-honest means
that S can be regarded as an entity that appropri-
ately follows the protocol procedure. Being curious
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TABLE 1
Notations
Notation Description
S, Ux The cloud server, and a user (i.e., cloud data
owner).
PIDy, U,'s pseudorandom identifier (pseudonym).
Ty, U, 's identity token that is assigned by S.

sidg,, sidy,
a, o, B, ry,

The pseudorandom session identifier of S, Us.
The randomly generated numbers.

Rgz The access request pointer that represents U,'s
access desire on U,’s data fields.
Dy,, Dy, U,’s own authorized data fields, and U,’s temp

authorized data fields.
The data attribute access list, re-structure data
access list, and data access policy.

Ay, Lu,, Py,

{mpk/msk} The pairwise master public/privacy keys.

{pk/sk} The pairwise public/privacy keys.

ks, ku, The aggregated keys, and the re-encryption
keys.

Ve The locally computed value V' according to the
same algorithm.

Cs,, Cu, The ciphertexts.

Fs, (x, Pu,) The defined polynomial owned by S.

Fu,(xz,Lu,) The defined polynomial owned by U,.

means that S may attempt to obtain U,’s private
information (e.g., data content, and user preferen-
ces). It means that S is under the supervision of its
cloud provider or operator, but may be interested in
viewing users’ privacy. In the passive or honest-but-
curious model, S cannot tamper with the users’ data
to maintain the system normal operation with unde-
tected monitoring.

o U, is rational and sensitive. Being rational means that
U,’s behavior would be never based on experience
or emotion, and misbehavior may only occur for self-
ish interests. Being sensitive means that U, is reluc-
tant to disclosure its sensitive data, but has strong
interests in other users’ privacy.

Towards the threat model, it covers the possible security
threats and system vulnerabilities during cloud data inter-
actions. The communication channels are exposed in public,
and both internal and external attacks exist in the cloud
applications [15]. The internal attacks mainly refer to the
interactive entities (i.e., S, and U,). Thereinto, S may be self-
centered and utilitarian, and aims to obtain more user data
contents and the associated user behaviors/habits for the
maximization of commercial interests; U, may attempt to
capture other users’ sensitive data fields for certain pur-
poses (e.g., curiosity, and malicious intent). The external
attacks mainly consider the data CIA triad (i.e., confidential-
ity, integrity, and availability) threats from outside adver-
saries, which could compromise the cloud data storage
servers, and subsequently modify (e.g., insert, or delete) the
users’ data fields.

4 THE SHARED AUTHORITY BASED PRIVACY-
PRESERVING AUTHENTICATION PROTOCOL

4.1 System Initialization

The cloud storage system includes a cloud server S, and
users {U,} (x ={1,...,m}, m € N*). Thereinto, U, and U,
are two users, which have independent access authorities
on their own data fields. It means that a user has an access
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permission for particular data fields stored by S, and the
user cannot exceed its authority access to obtain other users’
data fields. Here, we consider S and {U,, U} to present the
protocol for data access control and access authority sharing
with enhanced privacy considerations. The main notations
are introduced in Table 1.

Let BG = (q,9, h,G,G , e, H) be a pairing group, in which
q is a large prime, {G, G’} are of prime order ¢, G = (g) = (h),
and H is a collision-resistant hash function. The bilinear
map e:G x G — G satisfies the bilinear non-degenerate
properties: i.e., for all g,h € Gand a,b € Z, it turns out that

e(g®, h?) = e(g,h)™, and e(g,h) # 1. Meanwhlle e(g,h) can
be efficiently obtained for all g, h € G, and it is a generator
of G

Let S and U, respectively own the pairwise keys {pkg,
sks} and {pky,, sky,}. Besides, S is assigned with all users’
public keys {pky,,...,pky,}, and U, is assigned with pks.
Here, the public key pk, = ¢g**7(mod ¢) (r € {S,U,}) and the
corresponding privacy key sk. € Z; are defined according
to the generator g.

Let 7(r U’/(RUI) )=Contez, describe the algebraic relation of
{RUJ RL’} which are mutually inverse access requests chal-
lenged by {U,, Uy}, and Cont is a constant. Here, F(.) is a
collision-resistant function, for any randomized polynomial
time algorithm A, there is a negligible function p(k) for a
sufficiently large value k:

Prob |{(z,2); (y.y/)} — A(L") : (w # 2/, y #/)

rF (R (RZ’)T) = Cont] < p(k).

Note that RU* is a m-dimensional Boolean vector, in
which only the '#-th pointed-element and the {-th self-
element are 1, and other elements are 0. It turns out that:

° ]-'(R (R[‘) )=F(2)=Cont means that both U, and U, are
1nterested in each other’s data fields, and the two
access requests are matched

o F(RY(R) = F(RY (R{r)") =F(1) means that
only one user (i.e., U, or U,) is interested in the
other’s data fields, and the access requests are not
matched. Note that U; /Uy represents that the user is
not U, /U,;

° f(RZ,Ii(RZ/) )=7(0) means that neither U, nor U, is
interested in each other’s data fields, and the two
access requests are not matched.

Let A be the attribute set, there are n attributes

A ={A, Ay, ..., A} for all users, and U, has its own attri-
bute set Ay, C A for data accessing. Let Ay, and Py, be
monotone Boolean matrixes to represent U,’s data attribute
access list and data access policy.

e Assume that U, has Ay, = [ay],.,,, which satisfies
thata;; = 1 for A; € A, and a;; = 0 for A; ¢ A.

e Assume that S owns Py, = [pjj],,s,,» Which is applied
to restrain U,’s access authority, and satisfies that
Pij = 1 for A; e PUI, and Pij = 0 for A; ¢ PUl-- If
Q5 < pUVZ = {17 ey Tl},j = {1, ey m} hOldS, it will
be regarded that Ay, is within Py, s access authority
limitation.



LIU ET AL.: SHARED AUTHORITY BASED PRIVACY-PRESERVING AUTHENTICATION PROTOCOL IN CLOUD COMPUTING 245

Note that full-fledged cryptographic algorithms (e.g.,
attribute based access control, and proxy re-encryption) can
be exploited to support the SAPA.

4.2 The Proposed Protocol Descriptions

Fig. 3 shows the interactions among {U,, U,, S}, in which
both U, and U, have interests on each other’s authorized
data fields for data sharing. Note that the presented interac-
tions may not be synchronously launched, and a certain
time interval is allowable.

4.2.1 {U,, U,}'s Access Challenges and S’s Responses

{U,, Uy} respectively generate the session identifiers {sidy,,
sidy,}, extract the identity tokens {Ty,, 1y,}, and transmits
{sidy,||Tv,, sidy,||Ty,} to S as an access query to initiate a
new session. Accordingly, we take the interactions of U,
and S as an example to introduce the following authentica-
tion phase. Upon receiving U,’s challenge, S first generates
a session identifier sidgs,, and establishes the master public
key mpk = (gi, h, h;,BG, e(g, h), H) and master privacy key
msk = («, g). Thereinto, S randomly chooses « € Z,, and
computes g; = ¢* and h; = h¥" (i = {1,...,n} € Z").

S randomly chooses o € {0,1}", and extracts U,’s access
authority policy Py, = [pijl,nm @ij € {0,1}), and U, is
assigned with the access authority on its own data fields
Dy, within Fy,’s permission. S further defines a polynomial
Fs,(z, Py,) according to Py, and Ty,

Fs,(z, Py,) = H z+ijH(Ty,))"  (mod q).
1,j=1

i=

S computes a set of values {Mg,o, Ms,1, {Ms,2}, Ms,3,
Ms,1} to establish the ciphertext Cs, = {Mg,1,{Ms,2},
Mg, 3, Mg,4}, and transmits sidyg, ||Cs, to Us,.

MSaO = H(PUa HDUa HTUa |‘G)7
MS 1= h]:S“ (ot,PUa)JWSnD7

MS,,Qi = (gi)lwsuo7 (Z = 1a cee an)7
]\/[5113 = H(e(ga h)]uSuO) Do,
Mga4 = H(SidUa ||U) ) DU,V

Similarly, S performs the corresponding operations
for U, including that S randomly chooses o € Z, and
o' € {0,1}", establishes {g,, hl}, extracts {Py,, Dy,
defines Fg,(x, Py,), and computes {Mg,o, Ms,1, {Ms,2i},

Mg, Mgyl to establish the ciphertext Cg, for
transmission.

4.2.2 {U,, Uy}'s Data Access Control

U, first extracts it data attribute access list Ay, = [a;j]
(a;; € {0,1}, a;; <p;;) to re-structure an access list

Ly, = [lij),1xm for lij = pij — a;j. U, also defines a polynomial
Fu,(x, Ly,) according to Ly, and Ty,

n,m

[ @+iiHTu,))"% (mod q).

i=1,j=1

FU{A (.’E, LUa) =

It turns out that Fy;, (z, Ly, ) satisfies the equation

n,m

[I G+ T,y

i=1,j=1

fUa(x’LUu) =
=Fs, (:L', PU{:)/fSa,(‘T7 AUu,)'

Afterwards, U, randomly chooses $ € Z,, and the decryp-
tion key k4, for Ay, can be obtained as follows:

kay, = (gD T s 0Au,) pp=1y)

U, further computes a set of values {Ny,1, Ny,2, Ny,s}.
Here, fs,; is used to represent z'’s coefficient in
Fs,(x, Py,), and fy,; is used to represent z'’s coefficient
in ‘7:Ua (x, LU{‘)Z

Nya=e <MS{,217 H(hi)f("“ihfL'”‘J) ;

=1
NUa2 =e <H(Msa2i)fUaL> hﬂ—l) ,
i=1

Ny,s = e(g(ﬂﬂ)/fsn (%AU,,)’ Ms,1).

Ua Up
- Generate: sidya sidua||Tva |- Generate: sidss, 0={a, b} sidup||Tu» |- Generate: sidup
Extract: Tua > For: Ua Uy < Extract: Tup
Choose: g’y a'eZq
- Compute: Ly, sidsal|Cs Compute: gy hi g hi sids||Cs» |- Compute: Lup
- Choose: BGZ: < il Choose: 0€{0,1}" o'€{0,1} > _ Choose: f'eZq
Compute: Nvaz, Nvaz, Nuas, 0¢, M¥sag - Compute: Mso, Mso1, Msozi, Msoz, Mo Compute: Nup1, Nuvz, N3z, 6%, Mtspo
Derive: Dyq Establish: Cso=(Mso1, {Mss2i}, Mses, Msos) Derive: Dup
- Generate: rvq - Generate: rup
Compute: Myao, Mua1, Muaz, Mua3 Cua > - Derive: RUby, RUa P Cup Compute: Muso, Mub1, Mubz, Mups
Establish:Cue=(Muao, Mua1, Muaz, Muas) Check:lT[RL;;]’;W(RI{’!;W]T)&T(Z) D Establish: Cus=(Muso, Mub1, Mubz, Mup3)
-C te: ks, ke, ki
- Compute: kzq - Cwllks R(t):—rtle}r)llér;pt_ivonz:gM’lzl Moz C'uallks |- Compute: ksp
Check: e(M b, M) e g/, Muys) < Establish: C'U9=(M'U.9'1, M'vaz, Muns) Che_ck: e(M'va1, h)Ze(g"s/ks, Myas)
Derive: Dy Derive: Dyaq

Fig. 3. The shared authority based privacy-preserving authentication protocol.
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It turns out that e(g, h)"5:0 satisfies the equation

e(g h)MSaU _ NUa3 1/f(mf).
’ (Nu,1Nv,2)

For the right side of (1), we have,

. n

=1
e(g, h)*"si0 PO Ce

Mg oFyr (o, Ly
e(g, h)Ms0 U, (o LH)’

n .
Ny =e ( g Msiouai, 1)
=1

h)Msao ( > ai.fUuﬁfUuo*fUao) (B-1)
h)

]\’[S,,O/nga ((X,LUﬂ )*Afsnof[]a(]
Y

vt fu.0)

n
Nys=e <g(ﬂ+1)/7:sa (@Av,) | pfs.0Ms.0 H(hi)fsav‘fsﬂo>

i=1
h) (B+1)/F s, (@,Ay, ) Fs, (@, Py, ) Ms,o

= e(y,
e(g, )M?uoﬁfun (er.Lyy, ) +Ms,0F v, (Lo, )

U, locally re-computes {o*, M}, derives its own autho-
rized data fields Dy;,, and checks whether the ciphertext Cg,
is encrypted by M éao If it holds, U, will be a legal user that
can properly decrypt the ciphertext Cy,; otherwise, the pro-
tocol will terminate

o' = Ms,s ® H(e(g, h)"s0),
Mg,y = H(Py,||Dy, | Ty, |lo*),
Dy, = Mg,s ® H(sidy,||o").

U, further extracts its pseudonym PIDy,, a session-
ensmve access request RU , and the public key pky,.
Here, R U is introduced to fet S know U,’s data access
desire. It turns out that R "» makes S know the facts: 1) U,
wants to access U,'s temp authorized data fields DU,,,
2) R, will also agree to share its temp authorized data
fields Dy, with U, in the case that Uj grants its request.

Afterwards, U, randomly chooses ry, € Z;, computes a
set of values {My,o, Muy,1, My,2, My,3} to establish a cipher-
text Cy,, and transmits Cy;, to S for further access request
matching

My,y = H(sids,||PIDy,) ® Ry,
My, = gpkU"TU” )

My, = e(g,h)"",

My, = h'Us.

Similarly, U, performs the corresponding operations,
including that U, extracts Ay, and determines {Ly,,
Fu,(x, Lu,), fu,i}. Uy further randomly chooses ' € Z,;, and
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computes the values {Ny,1, Ni,2, Nuy3, o'l Mf(} to derive its
own data fields Dy;,. U, also extracts its pseudonym PIDy,
and an access request RU“ to establish a ciphertext Cy, with
the elements { My, MUbl, MUbQ7 My,3}.

4.2.3 {U,, U,}'s Access Request Matching and Data
Access Authority Sharing

Upon receiving the ciphertexts {Cy,, Cp,} within an allow-

able time interval, and S extracts {PIDy,, PIDy,} to derive

the access requests {RUZ’, Rg;}

Rgg = H(sidg, || PIDy,) ® My,o,
Rgz = H(sidg,||PIDy,) & Muy,.

S checks whether {RU , Rg“ satisfy F(R!? (RgZ)T) =
F(2) = Cont. If it holds, S will learn that both Ua and U,
have the access desires to access each other’s authorized
data, and to share its authorized data fields with each other.
S extracts the keys {skg, pky,, pku,} to establish the aggre-
gated keys {kg, ks,} by the Diffie-Hellman key agreement,
and computes the available re-encryption key ky, for U,

0 € {a,b}):

kS _ (pkUapkUb)skS _ g(sk‘Uu+Sk‘Ub)skS’

kZa = (pkUe)SkS = g(gkUQSka
kU@ = kze/pk(]g.

S performs re-encryption to obtain }/, {]9] Towards U, /U,,
S extracts U, /U,’s temp authorized data fields DUb / DUa to
compute My, ,/ My »:

My, = (My, )™ = g,
My, = My,2Ei, (Du,),
My, = My, By, (D).

Thereafter, S establishes the re-structured ciphertext
C’/ = (M{]gl,M{]eQ,MUgj) respectively
CUka:b, Cy. llks} to {Ua, Uy} for access authority sharll?g
(pkg)™Ua,
and performs verification by comparing the followmg

equation:

and transmits

Upon receiving the messages, U, computes ks, =

e(Ml’]bl,h) z e(gk‘g/szuMU,,g).

For the left side of (2), we have,

s kUb skg

e(]b[{]bl, h) =e(y’ U, h).

For the right side of (2), we have,

e(g5/"%, Myyg) = e(g?™" )
— (g, 1)y,
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U, derives Uy’s temp authorized data fields DUb:

Dy, = Ek;a (Mg,

26(]\/[&,,17 h) _kga/ks)'

Similarly, U, performs the corresponding operations,
including that U, obtains the keys {kg, kng}, checks Uy’s
validity, and derives the temp authorized data field DU

In the SAPA, S acts as a semi-trusted proxy to realize
{U,, Uy}'s access authority sharing. During the proxy re-
encryption, {U,, U,} respectively establish ciphertexts
{My,1, My,:} by their public keys {pky,, pky,}, and S gener-
ates the corresponding re-encryption keys {ky,, kv, } for {U,,
Uy}. Based on the re-encryption keys, the ciphertexts {My,;,
My,,} are re-encrypted into {M/Uay M{]bl}, and {U,, Uy} can
decrypt the re-structured ciphertexts {17, ;, My, ;} by their
own private key {sky;,, sky,} without revealing any sensitive
information.

Till now, {U,, U;} have realized the access authority shar-
ing in the case that both U, and U, have the access desires
on each other’s data fields. Meanwhile, there may be other
typical cases when U, has an mterest in U,’s data fields with
a challenged access request R =3

1. In the case that U, has no interest in U s data flelds,
it turns out that Uy’s access request R/ " and RU” sat-
isfy that #(r ”7( i T)=F(1). For U,, S w111 extract a
dummy data flelds Dm,l; as a response. U, will be
informed that a certain user is interested in its data
fields, but cannot determine U,’s detailed identity
for privacy considerations.

2. In the case that U, has an interest in U,.’s data fields
rather than U,’s data fields, but U, has no interest in
Uy’s data fields. It turns out that the challenged
access requests RUu, Rgb and RUb satisfy that
]—'(R (Rg; = f(Rgfb( ;jb M=), in which U; indicates
that the user is not U,. D,,,; will be transmitted to
{U,, Uy, U.} without data sharing.

In summary, the SAPA adopts integrative approaches to

address secure authority sharing in cloud applications.

o Authentication. The ciphertext-policy attribute based
access control and bilinear pairings are introduced
for identification between Uy and S, and only the
legal user can derive the ciphertexts. Additionally,
Us checks the re-computed ciphertexts according to
the proxy re-encryption, which realizes flexible data
sharing instead of publishing the interactive users’
secret keys.

e Data anonymity. The pseudonym PIDy, are hidden
by the hash function so that other entities cannot
derives the real values by inverse operations.
Meanwhile, Uj’s temp authorized fields DUé are
encrypted by ks, for anonymous data transmis-
sion. Hence, an adversary cannot recognize the
data, even if the adversary intercepts the transmit-
ted data, it will not decode the full-fledged cryp-
tographic algorithms.

e User privacy. The access request pointer (e.g., Rg;) is
wrapped along with H(sidgs,|PIDy,) for privately
informing S about Uy’s access desires. Only if both

users are interested in each other’s data fields, S will
establish the re-encryption key ky, to realize author-
ity sharing between U, and U,. Otherwise, S will
temporarily reserve the desired access requests for a
certain period of time, and cannot accurately deter-
mine which user is actively interested in the other
user’s data fields.

e Forward security. The dual session identifiers {sidg,,
sidy,} and pseudorandom numbers are introduced
as session variational operators to ensure the com-
munications dynamic. An adversary regards the
prior session as random even if {S, Uy} get corrupted,
or the adversary obtains the PRNG algorithm. The
current security compromises cannot correlate with
the prior interrogations.

5 FORMAL SECURITY ANALYSIS WITH THE
UNIVERSAL COMPOSABILITY MODEL

5.1 Preliminaries
The universal composability model specifies an approach
for security proofs [28], and guarantees that the proofs will
remain valid if the protocol is modularly composed with
other protocols, and/or under arbitrary concurrent protocol
executions. There is a real-world simulation, an ideal-world
simulation, and a simulator Sim translating the protocol
execution from the real-world to the ideal-world. Addition-
ally, the Byzantine attack model is adopted for security
analysis, and all the parties are modeled as probabilistic
polynomial-time Turing machines (PPTs), and a PPT cap-
tures whatever is external to the protocol executions. The
adversary controls message deliveries in all communication
channels, and may perform malicious attacks (e.g., eaves-
dropping, forgery, and replay), and may also initiate new
communications to interact with the legal parties.

In the real-world, let & be a real protocol, P; (i = {1,...,
I} € N¥) be real parties, and A be a real-world adversary. In
the ideal-world, let F be an ideal functionality, P; be
dummy parties, and A be an ideal-world adversary. Z is an
interactive environment, and communicates with all entities
except the ideal functionality . Ideal functionality acts as
an uncorruptable trusted party to realize specific protocol
functions.

Theorem 1. UC Security. The probability, that Z distin-
guishes between an interaction of A with P; and an interac-
tion of A with P;, is at most negligible probability. We have
that a real protocol w UC-realizes an ideal functionality F,
ie., IDEALy ; , ~ REALy 4 2.

The UC formalization of the SAPA includes the ideal-
world model IDEAL, and the real-world model REAL.

e IDEAL: Define two uncorrupted idea functionalities
{Faccrsss Fsuare), a dummy party P (e. 5% UG/ S/
0 € {a,b}), and an ideal adversary .fl {P, A} cannot
establish direct communications. A can arbitrarily
interact with Z, and can corrupt any dummy party
P, but cannot modify the exchanged messages.

e REaL: Define a real protocol 4. (run by a party
P including Uy and S) with a real adversary A and
an environment Z. Each real parties can
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TABLE 2
Ideal Data Accessing Functionality: F ,ccess
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TABLE 3
Ideal Authority Sharing Functionality: F g

Initialization:

. Upon input INITIALIZE at P: If P is uncorrupted, and
init(sidp,, P) is recorded, remove the existing init(sidp,, P),
generate a session identifier sidp,, record and output
init(sidp,, P) to P. Else, output init(sidp,, P) to A.

Message exchange:

Upon input SEND from 7P: If P is uncorrupted, and
init(sidp,,P) is recorded, extract a message mp, to record
send(sidp,, mp,,P), and output send(sidp,,mp,,P) to P.
Else, if P is corrupted and init(sidp,,P) is recorded, record
and output send(sidp,, P) to P. Else, ignore.

Upon input RECEIVE from Ug: If Uy is uncorrupted, and
init(sidy,,Up) is recorded, record rec(sids,,my,,Up), and
output rec(sidy, , my,,Us) to Uyg. Else, if Uy is corrupted and
init(sidy, ,Up) is recorded, record and output rec(sids, ,Up) to
A. Else, ignore.

Upon input RECEIVE from S: If S is uncorrupted, and
init(sids, ,S) is recorded, record rec(sidy,, ms,,S), and out-
put rec(sids,,ms,,S) to S. Else, if S is corrupted and
init(sids, ,S) is recorded, record and output rec(sidy,,S) to
A. Else, ignore.

Nonce generation:

Upon input GENERATE from P: If P is uncorrupted, generate a
random number rp,, record gen(rp,, P), and output gen(rp,)
to P. Else, output gen(rp,,P) to A.

Access control:

Upon input ACCESS from Uy: If Uy is corrupted, ignore. Else,
if {send(Py,,S), rec(Py,,Us), local(Ay,,Up)} are matched,
output wvalid(Ay,, Pu,) and access(Dy,) to Up. Else, if
{send(Py,,S), rec(Py,,Uy), local(Ay,,Up)} are unmatched,
output invalid(/}ue ,Puy) to Ug. Else, record and output
access(Dy, ) to A.

Adversary behaviors:

Upon request FORWARD(P) from A: If {send(sidp,, mp,,P),
rec(sids, , my,,Ug)/rec(sidy,, ms,,S)} are recorded, output
forward(sidp,, mp,,P) to P.

Upon request ACCEPT(P) from A: If init(sidy, , Up) is recorded
and forward(sidy,, my,,Up) is recorded, output accept(Uyp) to
S. If init(sids, , S) is recorded and forward(sids,,ms,,S) is
recorded, output accept(S) to Uy. Else, ignore.

Upon request FORGE(P)/REPLAY(P) from A: If access(Dyy, )
is recorded and Uy is corrupted, output accept(Uy) to S. Else,
ignore.

communicate with each other, and A can fully con-
trol the interconnections of P to obtain/modify the
exchanged messages. During the protocol execu-
tion, Z is activated first, and dual session identi-
fiers shared by all the involved parties reflects the
protocol state.

5.2 Ideal Functionality

Definition 1. Functionality F ,ccss. Faccrss iS an incorruptible
ideal data accessing functionality via available channels, as
shown in Table 2.

In F.corss, @ party P (e.g., Up, S) is initialized (via input
INITIALIZE), and thereby initiates a new session along with
generating dual session identifiers {sidy,, sids,}. P follows
the assigned protocol procedure to send (via input SEND)
and receive (via input RECEIVE) messages. A random num-
ber rp, is generated by P for further computation (via input
GENERATE). Data access control is realized by checking
{send(.), rec(.), local(.)} (via input AccEss). If P is controlled
by an ideal adversary A, four types of behaviors may be
performed: A may record the exchanged messages on lis-
tened channels, and may forward the intercepted messages

Activation:

. Upon input ACTIVATE at P: If init(sidp,,P) is recorded, re-
move the existing init(sidp,, P), and apply Faccess to initialize
P. Else, directly apply Faccess to initialize P.

Access request:

. Upon input CHALLENGE(Up) from U,: If U, is corrupted,

ignore. Else, if chall(RZj) is recorded, remove the existing
chall (Rgz), extract RZZ, record and output chall(RZZ) to Uy
Else, record and output chall (Rzz ,Ug) to A.
Upon input CHALLENGE(U,) from Uy,: If U, is corrupted,
ignore. Else, if chall(RZ:) is recorded, remove the existing
chall(}?ubI ), extract RMZ, record and outpu’i chall(RM:) to Up.
Else, record and output chall(RZ:,Z/lb) to A.

Authority sharing:

. Upon input SHARE(Dy,,Us) from U,: If U, is corrupted,

ignore. Else, if {chall(R;",Ua), chall(RuZ,L{b)} are recorded
and matched, record and output share(Dub,L{a) to U,. Else,
if {chall(}ﬂj{{z,ua), chall(RZLA{:,Z/lb)} are not matched, record
and output share(Dy,,Us) to U,. Else, record and output
share(Dpyir,Ua) to A.
Upon input SHARE(DME,L{Z,) from Uy: If Uy is corrupted, ig-
nore. Else, if {chall(RuZ,Z/{a), chall(RZ:,le)} are recorded
and matched, record and output share(Dua,L{b) to U,. Else,
if {chall(RZ’Z’,ua), chall(Rg”b”,Z/{b)} are not matched, record
and output share(Dyq11,Up) to Up. Else, record and output
share(Dyu1,Uy) to A.

Adversary behaviors:

Upon request LISTEN(Ug ) from A: If chall(RuZ ,Up) is recorded
and Uy is corrupted, output listen(Ruz ,Up) to Uy. Else, ignore.
Upon request FORGE(Uy) or REPLAY(Uy) from A: If
share(Dpyii,Ua) is recorded and U, is corrupted, output
share(Dy, ,Up) to Uy. If share(Dyyi1,Uy) is recorded and U,
is corrupted, output share(Dy,,Ua) to Ua. Else, ignore.

to P (via request ForwarD); A may record the state of
authentication between Uy and S to interfere in the normal
verification (via request Accepr); A may impersonate an
legal party to obtain the full state (via request FORGE), and
may replay the formerly intercepted messages to involve
the ongoing communications (via request REPLAY).

Definition 2. Functionality Fsuare. Fsuars 5 an incorruptible
ideal authority sharing functionality, as shown in Table 3.

Fsuare is activated by P (via input AcTivaTE), and the ini-
tialization is performed via INITIALIZE of F ,ccxss. The access
request pointers {RY " RZZ} are respectively published and
challenged by {U,, Uy} to indicate their desires (via input
CHALLENGE). The authority sharing between {U/,,, U} is real-
ized, and the desired data fields {Dub, Dua} are accordingly
obtained by {U/,, U} (via input SHARE). If P is controlled by
an ideal adversary A, A may detect the exchanged chal-
lenged access request pointer RZ;} (via request LISTEN); A
may record the request pointer to interfere in the normal
authority sharing between U, and U, (via request
FORGE/REPLAY).

In the UC model, F,ccrss and Fuars formally define the
basic components of the ideal-world simulation.

e Party. Party P refers to multiple users Uy (e.g., U,,
Uy), and a cloud server S involved in a session.
Through a successful session execution, {{/y, S} estab-
lish authentication and access control, and {4, U}



LIU ET AL.: SHARED AUTHORITY BASED PRIVACY-PRESERVING AUTHENTICATION PROTOCOL IN CLOUD COMPUTING 249

obtain each other’s temp authorized data fields for
data authority sharing.

o Session identifier. The session identifiers sidy, and
sids, are generated for initialization by the environ-
ment Z. The ideal adversary .4 may control and cor-
rupt the interactions between Uy and S.

e  Access request pointer. The access request pointer Rgg
is applied to indicate U/y’s access request on U,’s
temp authorized data fields Dy, .

5.3 Real Protocol 7y,
A real protocol mg.e is performed based on the ideal func-
tionalities to realize Fgysxe in F accrss-hybrid model.

Upon input AcTIVATE(P) at P (e.g., Uy, and S), P is acti-
vated via Fguae to trigger a new session, in which
INITIALIZE Of F,cepss 1S applied for initialization and assign-
ment. {init(sidy,,Us), init(sids,,S)} are respectively
obtained by {U/y, S}. Message deliveries are accordingly per-
formed by inputting SEND and REceIvE. Upon input SEND
from Uy, Uy records and outputs send(sidy,,Us) Via Frccess-
Upon input RECEIVE from S, S obtains rec(sidy,,S) via
F sccrss- Upon input GENERATE(S) from S, S randomly choo-
ses a random number rg, to output gen(rs,) and to establish
a ciphertext for access control. Upon input GENERATE(Uf)
from Uy, Uy generates a random number 7y, for further
checking the validity of {4;,, P,}. Upon input AccEss from
Uy, Uy checks whether {send(.), rec(.), local(.)} are matched
via Fucerss- If it holds, output valid(Ay,, Py,) is valid. Else,
output invalid(Ay,, Py,) and terminate the protocol. Upon
input CHALLENGE(U,) from U, U, generates an access
request pointer Rgg, and outputs chall(RZ‘;) to U,. Upon
input SEND from Uy, Uy computes a message 1y, records
and outputs send(my,,Up) via Fccess, in which RZ; is
wrapped in myy,. Upon input RECEIVE from S, S obtains
rec(my,,S) for access request matching. Upon input
SHARE(Dy,,U,) and SHARE(Dy,,Uy) from {U,, Uy}, S checks
whether chall(Ru b U,), chall(RZ ,Up)} are matched. If it
holds, output share(Dub,Z/{ ) to U, and share(Dy,,U,) to U,
to achieve data sharing. Else, output share(D,uu, U,) to Uy,
and share(Dy, Uy) to Uy for regular data accessing.

5.4 Security Proof of mg; s

Theorem 3. The protocol e UC-realizes the ideal functional-
ity Fsuare i1 the F yccrss-hybrid model.

Proof: Let A be a real adversary that interacts with the par-
ties running mguare in the Fycorss-hybrid model. Let A be
an ideal adversary such that any environment Z cannot
distinguish with a non-negligible probability whether it
is interacting with A and mgare in REAL or it is interacting
with A and Fgyure in IDEAL. It means that there is a simu-
lator Sim that translates g procedures into REAL such
that these cannot be distinguished by Z.

Construction of the ideal adversary A: The ideal adver-
sary A acts as Sim to run the simulated copies of Z, A,
and P. A correlates runs of mg,: from REAL into IDEAL:
the interactions of A and P is corresponding to the inter-
actions of A and P. The input of Z is forwarded to A as

A’s input, and the output of A (after running mgyae) is
copied to A as A’s output.

Simulating the party P. Uy and S are activated and ini-
tialized by AcTIVATE and INITIALIZATION, and A simulates
as A during interactions.

e Whenever A obtains {init(sidp,, P), gen(rp,,P)}
from Fcenss, A transmits the messages to A.

e  Whenever A obtains {rec(.), send(.)} from F,ccess,
A transmits the messages to A, and forwards A’s
response forward(sidp,, mp,, P) to F \ccess-

e Whenever A obtains {init(.), forward(.)} from
Faccrss, S transmits the messages to A, and for-
wards A’s response accept(P) to F sccess- y

e Whenever A obtains chall (R“ ,Up) from Fgyupe, A
transmits the message to A and forwards A’s
response lzsten(RZ ,Up) 10 Fgunre-

Simulating the party corruptzon Whenever P is cor-

rupted by A, thereby A corrupts the corresponding P. A
provides A with the corrupted parties’ internal states.

e Whenever A obtains access(Dy,) from Fyccess, A
transmits the message access(Dy,) to A, and for-
wards A’s response accept(P) to F yccess-

e Whenever A obtains chall(RZ’ ,Up) from Fgyuze, A
transmits the message to A, and forwards A’s
response share( Dy, Up) t0 Fspare-

IDEAL and REAL are indistinguishable: Assume that {CS,
CUy} respectively indicate the events that corruptions of
{S, U}. Z invokes AcTIVATE and INITIALIZE to launch an
interaction. The commands GENERATE and ACCEss are
invoked to transmit access(Dy,) to A, and A responds
accept(P) to A. Thereafter, CHALLENGE and SHARE are
invoked to transmit share(RZ ,Up), and A responds
share(Dpu,Us) to A. Note that init(.) independently
generates dual session identifiers {sidy,, sids,}, and the
of REaL and IDEAL are consistent even
though A may intervene to prevent the data access con-
trol and authority sharing in IDEAL. The pseudorandom
number generator (introduced in {init(.), gen(.)}), and
the collision-resistant hash function (introduced in
{access(.), share(.)}) are applied to guarantee that the
probability of the environment Z can distinguish the
adversary’s behaviors in IDEAL and REAL is at most negli-
gible. The simulation is performed based on the fact that
no matter the event CS or Clfy occurs or not, Therefore,
auare UC-realizes the ideal functionality Fgyuge in the
F sccrss-hybrid model. O

simulations

6 CONCLUSION

In this work, we have identified a new privacy challenge
during data accessing in the cloud computing to achieve
privacy-preserving access authority sharing. Authentica-
tion is established to guarantee data confidentiality and
data integrity. Data anonymity is achieved since the
wrapped values are exchanged during transmission. User
privacy is enhanced by anonymous access requests to pri-
vately inform the cloud server about the users’ access
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desires. Forward security is realized by the session identi-
fiers to prevent the session correlation. It indicates that the
proposed scheme is possibly applied for privacy preserva-
tion in cloud applications.
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